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Terrorists and Unconventional Weapons: 
Is the Threat Real? 


DEBRA BENNETT 


For years the government has been concerned about terrorists and 
unconventional weapons — but is the threat real? The threat is 
definitely real, but may not be from the source you would expect. The 
threat is not from biological and chemical weapons as experts seems 
to think — yes the information is readily available, but production 
and dissemination are far more complicated than what the public has 
been lead to believe. Even the threat from radiological devices, 
otherwise known as ‘dirty bombs’, is not realistic. The weapon is 
extremely dangerous to make, very heavy and produces a low mass 
casualty rate. Instead the threat stems from terrorists acquiring, 
producing or stealing nuclear weapons. Nuclear weapons today are 
small enough that we would never be able to find them, and they can 
be remotely detonated. 


Is the threat of terrorists and unconventional weapons (i.e., weapons of mass 
destruction (WMD)) real? Since the events of 11 September 2001, Americans 
have been bombarded with scary scenarios: a crop duster killing thousands by 
spraying a town in nerve gas; or a terrorist infected with smallpox takes a 
commercial flight to America, and infects everyone he comes into contact 
with, creating an epidemic.' 

Are these scenarios possible? Most terrorism analysts say yes, but are 
highly unlikely — at least for right now. The examples mentioned above are 
extremely difficult to manage, and because of this terrorists risk exposure; 
exposing themselves to a WMD reaction or identifying themselves in public. 
The examples mentioned also require enormous preparation and investment in 
personnel, money and strategy. 

William J. Perry, former Secretary of Defense, in the winter of 2001, wrote 
‘nuclear or biological weapons in the hands of terrorists or rogue states ... 
constitute the greatest single danger to American security — and a threat that is 
becoming increasingly less remote’.* While not in total disagreement with 
William Perry, this article instead will take the approach that the most 
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probable form of WMD attack is nuclear and not biological or chemical or 
radiological. 

Chemical, biological, radiological, and nuclear (CBRN) weapons are 
becoming more accessible to a wider range of groups. First, the knowledge 
and materials are out there for terrorists to get. Second, the dominance of the 
US military around the world, and the threat they pose may lead terrorists to 
believe their only solution is to use WMD. Finally, the nature of non-state 
violence is changing in ways that suggest rising CBRN risks.’ In 2002, there 
were 23 instances worldwide of sub-national actors using, possessing, 
attempting to acquire, plot and/or threaten WMD.* While the number is not 
large, it does raise some concerns. As Table | demonstrates, terrorists have 
managed to acquire, threaten, possess, use and more often than not talk less 
about the use of WMD. 

The question is which technique are they more likely to use: biological, 
chemical, radiological or nuclear? Ask any expert and you can get a different 
answer. Many believe that terrorists would attack biologically: advances in 
biotechnology have obviated many of the old problems in handling and 
preserving biological agents, and many are now generously available for 
scientific research. Biological weapons combine maximum destructiveness 
and easy availability.° In contrast, this article will demonstrate that biological 
weapons are not a threat as originally thought. Contrary to popular belief, 
turning a virus or microbe into a potent weapon is not easy and involves more 
than just getting your hands on a Petri dish of anthrax bacteria. Developing 


TABLE 1 
TERRORIST GROUPS WITHIN EACH REGION: USES, POSSESSIONS, 
ATTEMPTED ACQUISITIONS, PLOTS, THREATS WITH POSSESSION 
AND HOAXES 


Region 2000 2001 2002 Hoax 2000 Hoax 2001 Hoax 2002 
United States/Canada 7 vf 4 22 566 41 
Asia 16 5 1 0 7 1 
Europe 3 5 3 0 11 17 
Middle East & 11 1 5 0 4 0 
North Africa 
Latin America 0 2, 3 0 5 2 
Russia & NIS 7 3 4 3 3 1 
Sub-Saharan Africa 2 0 Z 0 1 5 
Australia & Oceania 1 2 1 0 6 4 
Worldwide 1 0 0 0 0 0 
Total 48 25 23 25 603 71 


Source: Wayne Turnbull and Praveen Abhayaratne, ‘2002 WMD Terrorism Chronology: Incidents 
Involving Sub-National Actors and Chemical, Biological, Radiological and Nuclear Materials’, 
Monterey Institute of International Studies, p.3, available at (http://cns.miis.edu/pubs/reports/pdfs/ 
cbrn2k2.pdf), accessed 23 November 2003. 
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bacteria into a weapon involves several steps, and even if a terrorist group 
accomplishes it, they still have to cope with environmental conditions.° 

While chemical weapons are extremely dangerous, they are also not easy 
to acquire or use, thereby making them a poor choice for terrorists. 
Synthesizing chemical warfare agents is difficult, especially in home 
laboratories, and the supertoxic chemicals are extremely dangerous to handle 
and deliver in the mass quantities needed to inflict sizable casualties.’ 

Radiological terrorism, while quite dangerous and controversial among 
experts, is another option for terrorists. According to the Federal Emergency 
Management Agency (FEMA), radiological weapons appeal to terrorists 
because: 


They require very little technical knowledge to build and deploy 
compared to that of a nuclear device. Also, these radioactive materials 
used widely in medicine, agriculture, industry and research are much 
more readily available and easy to obtain compared to weapons grade 
uranium or plutonium.® 


Although the materials are easy to acquire, and there is a wide range of 
attack modes that could be utilized, the radiological attack would probably 
only sicken people and contaminate the area, not kill thousands of people 
outright, which is the terrorists ultimate goal.? 

Nuclear terrorism is a realistic threat. Terrorist groups, depending on their 
financial capabilities, ‘support staff’, time frame, and desires, have many 
options available to them. They can attempt to acquire fissile material 
necessary for nuclear weapons and try to produce their own. They can steal the 
nuclear material, or steal and/or acquire a ready-made nuclear weapon. Or, the 
best scenario for a terrorist would be to attack a nuclear power plant. 

In conclusion, while there is a low probability that terrorists will use 
weapons of mass destruction in the near future, we cannot rule out the concept 
since groups such as Aum Shinrikyo who tried to develop their own 
programme, and Al Qaeda which has publicly made known their desire to 
obtain them. Western nations must be on guard against the threat posed by 
nuclear terrorism. 


SIGNIFICANCE OF THE ISSUE 


Aum Shinrikyo’s sarin gas attack in the Tokyo subway system in 1995 increased 
concerns that terrorists might use unconventional weapons on US soil. 
There are several questions that have been left unanswered; these questions can 
be grouped together as the three ‘w’s’ of WMD terrorism. Why terrorists would 
want to follow Aum Shinrikyo’s example? Who would be the most likely 
to follow their lead? Why has Aum Shinrikyo’s attack yet to be duplicated?'° 
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Unlike the provincial attacks with guns and bombs, a germ, gas, or nuclear 
attack is guaranteed headlines, and has a psychological impact. There are 
many reasons for terrorists to use WMD: 


1. Kill as many people as possible — could give a terrorist group the potential 
ability to wipe out thousands, possibly hundreds of thousands, in a single 
strike. 

2. Exploit the classic weapon of the terrorist — fear. 

The desire to negotiate from a position of unsurpassed strength. 

4. A biological attack could provide certain logistical and psychological 
advantages unlike a conventional bombing. 

5. Cause economic and social damage by targeting a state or region’s 
agricultural sector."' 


a 


As a general rule, terrorists tend to be conservative and stick to proven 
tactics. Occasionally, they develop new techniques and new technologies, 
sometimes going so far as to create new norms. In the 1960s, terrorists crossed 
the moral threshold: they began to launch random attacks, killing people 
indiscriminately. The 1970s saw hostage-taking become the popular trend. 
Hijacking planes and attacking embassies emerged as the tactic in the late 
1970s and early 1980s. In 1984, the Rajneeshee cult poisoned salad bars in 
Oregon, making 750 people ill; their goal was to influence the local elections. 
In 1985 Sunni terrorists began blowing up airplanes, for example, killing 363 
people on an Air India jet, and later claimed responsibility for the World Trade 
Center bombing in 1993.'* The Aum Shinrikyo (Aum) religious cult started 
their own trend in the 1990s — using and/or attempting to use or acquire 
nuclear, chemical and biological weapons to kill mass quantities of people. 
Aum was able to produce chemical weapons, and used them in a Tokyo 
subway in 1995, albeit not that successfully." 

Today unconventional weapons and their components are easier for 
terrorists to acquire. The black market is now offering nuclear materials, 
guidance systems and other components of nuclear weapons. Law 
enforcement officials have already seized hundreds of caches of stolen 
nuclear materials, many of which are nonfissile — radioactive sources that 
could be used in radiation dispersal devices. For example, South African 
biological weapons experts were caught offering their expertise to Libya, and 
many fear that Russian weapons scientists might provide weapons expertise 
and material to Iran. However, nuclear bombs are still harder to acquire and 
use than a fertilizer bomb, or a driving a suicide mission into a building 
(i.e., conventional weapons). Yet if a terrorist is determined to obtain weapons 
of mass destruction, he is most likely to acquire a nuclear weapon or find a 
way to attack a nuclear power plant. 
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THREAT OF WMD 


Biological Terrorism 


Biological weapons have received less attention than [other weapons of 
mass destruction] but probably represent the greatest danger. 
— Richard Betts, 1998'* 


This analysis is not valid. Biological terrorist threats have been multiplying 
despite the fact that few incidents of such acts of terrorism have actually 
occurred. A terrorist is more likely to threaten to use a biological agent rather 
than actually use it. In 2001, there were over 600 anthrax hoaxes either mailed 
or delivered to various government, entertainment and/or judicial offices.'* 
Producing a biological weapon involves three essential technical steps. (1) 
acquire seed stock of a pathogenic or toxin-producing organism, (2) produce 
the microorganism or toxin in bulk, (3) develop a system capable of dispersing 
the chosen agent as a respirable aerosol without deactivating it in the process.'° 

Biological agents are divided into three categories: Category A, B and C, 
according to subsequent disease types (See Table 2). The ‘Category A’ list 
includes germs that cause anthrax, botulism, plague, smallpox, tularemia, and 
hemorrhagic fever viruses like Ebola. These have the greatest potential for 
adverse public health impact with mass casualties and require the most broad- 
based public health preparedness efforts. ‘Category A’ agents also have a 
moderate to high potential for large-scale dissemination or a heightened 
general public awareness that could cause mass public fear and civil 
disruption."” 

The ‘Category B’ list includes Q fever, Brucellosis, Encephalitis, Typhus 
fever, and Toxis Syndromes. Most ‘Category B’ agents also have some 
potential for large-scale dissemination with resultant illness, but generally 
cause less illness and death and therefore would be expected to have lower 
medical and public health impact. These agents also have lower general public 
awareness than ‘Category A’ agents and require fewer special public health 
preparedness efforts.'® 

The ‘Category C’ list includes emerging threat agents such as Nipah virus, 
Venezuelan equine (VEE), eastern equine (EEE) and western equine 
encephalomyelitis (WEE) viruses. Biological agents placed in ‘Category C’ 
are currently not believed to present a high bioterrorism risk to public health 
but could emerge as future threats.'® 

There are approximately four main ways for terrorists to acquire biological 
warfare capabilities. The first is to purchase a biological agent from one of the 
world’s 1,500 germ banks. The second is to steal it from a research laboratory, 
hospital or public health service laboratory, where agents are cultivated for 
diagnostic purposes. The third is to isolate and culture the desired agent from 
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natural sources, and the final way is to obtain the biological agent from a rogue 
state, a disgruntled government scientist or a state sponsor.” 

A former senior official in the US military’s biological warfare programme 
was quoted in the New York Times as saying ‘acquiring the “most infectious 
and virulent culture for the seed stock is the greatest hurdle’”’.*’ Acquiring a 
biological agent of sufficient virulence is only one of the prerequisites in 
preparing a bioterrorism attack. Ken Alibek, one of the former Soviet Union’s 
leading biological weapons scientists, has argued, the 


most virulent culture in a test tube is useless as an offensive weapon 
until it has been put through a process that gives it stability and 
predictability. The manufacturing technique is, in a sense, the real 
weapon, and it is harder to develop than individual agents.” 


Airborne viral agents are extremely difficult to work with, since the mass 
production, packaging and storage of viruses are by themselves difficult and 
complicated tasks, demanding advanced biotechnical skills, and risky to the 
people involved. 

The probability of a major high-tech biological attack by either a state or a 
sophisticated terrorist group seems extremely unlikely. However, smaller, less 
lethal acts of bioterrorism, such as the anthrax attacks, seem more probable, and 
have happened. On 19 September 2001, a photo editor at the supermarket tabloid 
The Sun received and opened a letter addressed to Jennifer Lopez. The letter was 
laced with anthrax powder. On 5 October 2001 Mr Stevens died.” 

Despite the instance mentioned above, terrorism with biological weapons 
is likely to remain rare. This is especially true for attacks intended to create 
mass casualties, which require a level of technical sophistication likely to be 
possessed by few terrorist groups.** 


Availability of Information. Despite the fact that the general public believes 
that is it relatively easy to acquire and use high amounts of lethal quantities of 
biological agents, analysts are not as sure. There is no consensus about how 
much scientific and technological expertise and prior training is needed. Some 
say that having an ‘experimental microbiologist and a pathologist, or someone 
who combines these capabilities, would be crucial ... supplemented with a 
little help and advice from an aerosol physicist and a meteorologist’.” Yet 
others believe that in order for terrorists to achieve a mass-casualty biological 
attack they would have to have a team of people highly trained in micro- 
biology, pathology, aerosol physics, aerobiology and meteorology.*° 
Concern arises over terrorists acquiring biological weapons due to their 
apparent accessibility. First, pathogenic biological agents most suitable for 
weapons applications are identified in widely published sources, and technical 
information on how to produce them in bulk is available in scientific literature. 
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Second, the seed stocks for many biological warfare agents can be obtained 
from a variety of sources. Third, the equipment and supplies needed to produce 
biological warfare agents in bulk have legitimate commercial applications and 
can be bought with little difficulty. Fourth, preparing an agent for effective 
aerosol dissemination, and manufacturing an appropriate sprayer system, poses 
a significant technical hurdle to weapons acquisition, but it is one that can be 
overcome. Fifth, clandestine biological weapons acquisition has few externally 
observable indicators to arouse suspicions of law enforcement agencies. 
Sixth, even with an inefficient dissemination system, a single biological agent 
can produce thousands or tens of thousands of casualties in a densely populated 
target; a more efficient dissemination technique or attacks involving larger 
amounts of agent could cause hundreds of thousands of casualties.”” 

Despite how easy it might be for terrorists to acquire biological agents, 
selection of them is another matter. Selection of biological agents depends ona 
number of variables, (i.e., the kind of organism affected, the effects on the 
victims, the requirements of agent cultivation and the requirements of agent 
delivery) which determine the main aspects of a biological weapons effort. The 
terrorist could choose an agent to affect humans, animals or plants. A terrorist 
can also choose a biological agent to sicken, incapacitate, or kill; to spread from 
person to person or to affect only those initially exposed. Biological agents can 
also vary in how difficult they are to cultivate and to disseminate.”* 


Manufacturing and Production. Instructions for how to mass-produce, purify 
and concentrate microbes can be found in textbooks, scientific journals and the 
Internet. ‘Cookbooks’ for some biological agents, like botulinum toxin and 
ricin, are known to be popular within terrorist circles. The first production step 
is to inject the seed culture into a flask that contains a suitable growth medium. 
If the correct temperature, acidity and other conditions are maintained, the 
seed culture will multiply. The people in charge of the fermentation process 
have to guard against genetic mutations and contaminants that could weaken 
or kill the biological agent. However, the slightest mistake with growth, 
temperature or other variables can result in failure of the biological agent.” 

Additional procedures to create a dry agent are technically advanced, 
extremely challenging and very hazardous. Producing a dry agent can increase 
the likelihood that infection would be induced in humans. Because of the 
complexity of the process, a lot of experts have concluded that terrorists are 
unlikely to have the technical finesse to produce dry agents. In addition, the 
more technically sophisticated procedures such as the one mentioned above, 
is not likely to be mentioned in a terrorist cookbook. 


Delivery of Biological Weapons. Delivery of a biological agent can be 
accomplished with advanced technologies or much simpler, rudimentary 
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devices. One way to deliver liquid and dried agents is to do it as an aerosol. 
Other ways include contamination of water and food, infected insects can 
carry the agent, or individuals can be injected with the biological agent.°° 
Additional dispersal methods include hand-held or truck mounted 
sprayers, crop dusters or placing an aerosol generator on an offshore ship. 
These methods will carry the biological agents downwind, potentially 
infecting all those that live in a large area.*! In order for these delivery 
techniques to be effective, terrorists need to have prepared the agent properly 
and worked through several technical calculations. For open-air delivery, the 
meteorological conditions and the effectiveness of the agents under those 
conditions must be taken into account.*? In sum, terrorists cannot count on 
simply filling the delivery system with agent, pointing the device and flipping 
the switch to activate it. 

The solution to terrorists’ dispersal woes might appear to be a quick stop at 
a local hardware/supply store to purchase one of several industrial, 
agricultural, or even medical aerosol generators or sprayers. However, most 
of the off-the-shelf sprayers do not generate enough small particle aerosols, 
therefore, purchased equipment would have to be modified or a sprayer built 
from scratch. These modifications while not initially appearing to be 
complicated turn out to be quite significant and delicate because of the need to 
keep the microorganisms alive.** 


Conclusion. Despite all the hype, producing a weapon based on bacterial agents is 
extremely difficult. There are several key steps involved in developing bacteria or 
a virus into a Weapon: acquiring an active strain and growing it, preparing it into a 
form for dissemination, and developing an appropriate delivery device. Even ifa 
terrorist is able to accomplish this, viruses and/or bacteria can be degraded by 
environmental conditions. Creating a formulation that can protect the biological 
agent requires a high level of technical skill and a sustained testing effort to ensure 
that the organism remains viable. Minor variations in the formulation of the 
agents can kill the organism or render them inactive. The US and Soviet 
governments spent decades and billions of dollars working on all of these steps 
for their biological weapons programs and still encountered difficulties along the 
way.** Few terrorist organizations have the resources and time to develop a 
biological weapons programme. 


Chemical Terrorism 


It is paradoxical that chemical and biological terrorism has come to 
occupy such a high position on the worry list of top US government 
officials when so little is known about the actual threat. 

— Jonathan B. Tucker and Amy Sands, 1999* 
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Chemical weapons are the most implausible type of weapon to be used in a 
terrorist strike because of the complexity of the chemical agents. Although any of 
the chemical agents could be used in causing mass-casualty attacks, it is unlikely 
that terrorists would use them. In 2002, there were 20 instances in which terrorists 
acquired chemical agents with the intent to use them as a weapon of mass 
destruction; the problem was the chemicals they chose lacked the potential to 
inflict mass casualties. Chemical weapon casualties for 2002 stem from three 
incidents: seven people were killed and 47 injured in a poisoning incident 
involving a religious sect of the Johanne Marange Apostolic Church in 
Zimbabwe, four people were injured in ammonia gas cylinder attacks perpetrated 
by the Revolutionary Armed Forces of Columbia (FARC), and a forensic scientist 
was injured when an unknown chemical was sprayed in his face.*° While the 
number of low-tech chemical attacks did decrease from 25 in 2001 to 20 in 
2002,*’ terrorists were able to achieve results — death and injury, just not on a 
large-scale. 

There are four basic categories of chemical weapons: blister agents that 
destroy exposed skin tissue (i.e., mustard gas); blood agents that, when 
inhaled, block oxygen circulation within the body (i.e., hydrogren cyanide and 
cyanogen chloride); choking agents that inflame bronchial tubes and lungs, 
potentially causing asphyxiation (i.e., phosgene and chlorine); and nerve 
agents that break down the nervous system, causing respiratory failure and 
death within minutes (i.e., tabun, sarin and VX).** 

In the case of blister agents, while they are capable of causing injuries on a 
large scale, they would require extremely large amounts of choking agents to 
produce mass fatalities. Nerve agents, like VX, are unlikely because of the 
technical challenges associated with weaponising them.*” 

Technology needed to make such weapons is widely spread throughout the 
world since it is used in basic pharmaceutical and industrial production. 
Chemical agents can also differ in lethality, the means of entering the body, 
speed of action, how long they remain dangerous once airborne and whether 
the agent is a solid, liquid or a gas. Chemical weapons also differ in toxicity." 

These weapons are highly toxic liquid and gaseous substances that can be 
dispersed in bombs, rockets, missiles, artillery, grenades or spray tanks. If 
inhaled or absorbed through the skin, man-made agents can incapacitate for 
short periods of time or kill with just a few microscopic drops, depending on 
the agent. The effects of the chemical agents can begin immediately or 
develop after a short period of time." 

Physical characteristics of chemical agents range from colourless, 
odourless liquids to bitter, oily fluids. Many of the agents evaporate quickly 
when released into the atmosphere, while others, including those like VX and 
mustard gas, are relentless and raise long-term health and environmental 
concerns. Of the four poison gas categories, the nerve gases are the deadliest. 
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TABLE 3 
COMMERCIAL APPLICATIONS OF CHEMICAL WEAPONS 


Type of chemical agent Commercial uses of the chemical ingredients 


Mustard agents * ballpoint pen ink, *manufacture of plastics, paper, 
and rubber, *photographic developing solutions, 
*textile dyes, *pesticides, *cosmetics, *detergents, 
*pharmaceuticals, *insecticide, *waxes and polishes, 
*toiletries, 

Tabun *gasoline additives, *insecticides, *flames retardants, 
*pharmaceuticals, *detergents, *pesticides, 
*missile fuels, 


Sarin *flame retardants, *gasoline additives, *paint solvents, 
*ceramics 

Soman * lubricant additives, *cleaning and disinfectant for a 
brewery, *dairy and other food processing equipment 

VX *organic synthesis, “insecticide, *lubricant oil additives, 
*pyrotechnics 


Sources: Amy E. Smithson and Leslie-Anne Levy, ‘Axatia: The Chemical and Biological 
Terrorism Threat and US Response’, Report No.35 (October 2000), p.49, quoting the 
Central Intelligence Agency, The Chemical and Biological Weapons Threat 
(Washington, DC.: Central Intelligence Agency, 1996), pp.9—16; on mustard and 
tabun ingredients, Office of Technology Assessment, Technologies Underlying 
Weapons of Mass Destruction, OTA-BP-ISC-115 (Washington, DC: US Government 
Printing Office, December 1993), pp.23—4. 


Availability of Information. Because chemicals are essential to many 
consumer products, the chemical industry is found in practically every corner 
of the globe (see Table 3). The United States has the world’s largest chemical 
industry. The chemicals and equipment used by the industry for commercial 
products can be used to produce warfare agents. Of particular concern to 
poison gas production are the chemicals and equipment used to make 
pesticides, fertilisers and pharmaceuticals. Sub-national actors can purchase 
these commodities on the open market, from commercial traders, equipment 
manufacturers and laboratory supply houses. The chemical agents could also 
be bought through mail order or over the Internet.** 

In 1985, an organisation known as the Australia Group, consisting of 
30 nations, formed to force uniform export controls on chemical precursors 
and manufacturing equipment to frustrate and slow down the progress of 
aspiring chemical weapons proliferators. If an Australia Group member 
country denies an export license out of concern for possible weapons use or 
diversion, the rest of the group is informed of the decision, and is provided a 
list of what items were requested. One drawback of the Australia Group is that 
licensing procedures do not apply to domestic sales; therefore, terrorist groups 
could purchase fairly small quantities of chemicals from a firm or local stores 
without stirring up suspicion.” 
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Like chemical ingredients, equipment needed to make chemical warfare 
agents is readily available commercially, but may not be logistically or 
economically viable. In order to set up a poison gas production line, terrorists 
need reactors and agitators, chemical storage tanks, containers and receivers, 
heat exchangers or condensers for temperature control, distillation or 
absorption columns to separate the chemical compounds, and valves, 
multi-walled piping and pumps to move chemicals between reactors and 
other containers. A first-class facility would have safety equipment like 
toxic gas monitors as well as incinerators and filling equipment, and the 
equipment would be corrosion resistant.* A full-scale mustard production 
facility, complete with air-handling capacity, would cost between $5 
and $10 million. A lab needed for the full-up plant production of 
sarin, soman or tabun could cost approximately $20 million, thereby reducing 
the number of terrorist groups that could develop a chemical WMD 
programme.* 


Manufacturing and Production. Some experts believe that anyone who 
excelled in high-school chemistry has enough knowledge to make poison gas, 
yet others say that graduate-level chemistry skills are a definite prerequisite for 
chemical weapons work.** Experts also disagree on what type of agent(s) 
terrorists might choose to use. Some say they would not use choking agents 
simply because they would have to produce too much for an attack, and blister 
agents harm but do not kill large numbers of people. Sarin, some believe, is the 
most likely warfare agent, because it is a highly toxic agent and is relatively 
easy to produce. Yet other experts believe that mustard gas is easier to produce 
than nerve agents.*” 

Technically, producing nerve agents can be a challenge, but it is not 
impossible. The reactor temperature must be monitored constantly, and since 
water reacts with some of the chemicals used, appropriate heat exchangers 
must be used. Specifically, for the production of tabun, hydrogen cyanide, 
which is a highly toxic reagent, has to be contained, or the repercussions could 
be deadly.** The production of sarin, soman and VX requires the use of highly 
corrosive chemicals like hydrogen fluoride and hot hydrochloric acid, and a 
technically demanding alkylation reaction not used regularly in industrial 
practice. In addition, the distillation process necessary to achieve a pure agent 
is extremely dangerous and hazardous, thereby decreasing the potential for 
terrorists to utilise chemical weaponry.” 

If terrorists wanted to activate their chemical agent in a large crowd, they 
would have to produce a large amount. In 1999, the Pentagon estimated that for 
an open-air disbursement of sarin gas to kill humans would require 22 pounds to 
kill approximately 50 people, 220 pounds to kill 500 and 2,200 pounds to cause 
casualties in the tens of thousands.°° However, if the quantities were released 
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indoors, quantity requirements would not be as high because air current could 
not dissipate the gas as quickly. 


Delivery of Chemical Weapons. Delivery options for chemical weapons range 
from low tech to high tech. Toxic chemicals can be employed to taint food or 
water supplies, added to weapons, or distributed by an aerosol/spray method. 
If a terrorist were to drop chemical agents from the sky and have them fall to 
the ground, the coating of the surface of the agent would evaporate and 
produce a vapour. The droplets from the sky constitute skin exposure hazards 
making this ideal for inhalation — the quickest and deadliest for exposure.*! 

Choosing a spray technique could provide terrorists with the most 
controlled and reliable means of dissemination. Sprayers can be mounted on 
aircraft, trucks, boats, crop dusters or ground-based sprayers could be placed 
in close proximity to a building’s ventilation system. The difficulty in 
dispersing chemical agents outside is that ‘at a minimum, it may be assumed 
that 90 percent of the dispersed agent will not reach the intended target doses 
sufficient to cause casualties’.°* In sum, successful delivery of chemical 
weapons, which encompasses getting the right balance of the chemical agent 
and retaining long enough for inhalation to occur, is difficult because chemical 
agents are extremely susceptible to weather conditions.** 

Chemical agents are affected by temperature, sunlight, wind action and 
rainfall. In cities, buildings and trees can also interfere with successful 
dissemination, thereby lowering the casualty rate. Over the years, experts have 
tried to say how easy it would be to put chemical agents into the air handling 
system of a high-rise apartment building; however, this is simply not the case. 
Attacking ventilation systems of modern buildings is not simple. 

Aum Shinrikyo was able to acquire the knowledge, chemicals, and equipment 
needed to synthesise sarin. It was an expensive research and development project 
— cost estimates range as high as $30 million. The cult had an 80-man program, 
housed in a state-of-the art facility, which was led by a PhD-level scientist, 
and it took at least a year between the time of conception and the initial production 
of sarin. Despite all this, the subway attack and the cult’s earlier sarin 
attack in Matsumoto, Japan, they succeeded in killing only a dozen people.™ 


Conclusion. Chemical weapons are a poor choice for terrorists simply because 
they are extremely dangerous and difficult to use. Aum Shinrikyo, the Japanese 
doomsday cult, spent an estimated $30 million on chemical weapons research and 
managed to kill only 12 people with sarin nerve gas.*° According to US govern- 
ment officials, about a dozen countries are believed to have chemical weapons 
programmes, but terrorists who lack assistance from national programmes 
(i.e., state sponsors) face daunting technical and operational challenges in 
weaponising and delivering the chemical weapon, especially on a large scale.*° 


Downloaded by [University of Sussex Library] at 21:37 01 June 2016 


TERRORISTS AND UNCONVENTIONAL WEAPONS 33 
Radiological Weapons 


Radiological weapons are not nuclear weapons — Hiroshima type 
weapons. If used, their impact will likely be limited. They are intended 
to cause terror or fear and disruption. 

— Jim Walsh, December 2001°” 


Radiological weapons have been around since the dawn of the nuclear 
age. Most countries that considered nuclear weapons also considered 
radiological weapons but concluded that they were not effective as military 
weapons, therefore leading state sponsors of terrorism not to pursue 
radiological terrorism. 

That said, a radiological weapon is spread by utilising radiological 
dispersal devices (RDDs), or “dirty bombs designed to distribute radioactive 
material through passive or aerosol or explosive means’.** Another option 
would be for a terrorist to use the radioactive material to contaminate food 
and/or water; however, this option is less favourable given the huge quantities 
of radioactive material that would be needed.” 

The fact that most radioactive material is not soluble in water means that 
its use by a terrorist would be unlikely and impractical if the purpose is to 
contaminate reservoirs or other water supplies. Combined with the fact that 
any radioactive material presents safety risks to the terrorists themselves, 
indicates the enormous difficulties for a terrorist attempting to store, handle 
and disseminate radioactive material effectively. 

Despite this, radiological agents were involved in three ‘incidents’ in 2002. 
In May, Jose Padilla was arrested while planning to build and explode a 
radiological dispersal device in the United States. Reportedly, Padilla obtained 
the design for hydrogen fission weapons from the Internet and took them to 
Al Qaeda officials; they told him to think smaller, and instead create a 
‘dirty bomb’.°' In July, British authorities uncovered a plot by the Real IRA 
attempting to steal plutonium from the Sellafield nuclear power station in 
the United Kingdom. Authorities believed they were attempting to make a 
‘dirty bomb’. Later in the month, the Guardian newspaper reported that 
Chechen rebels stole an unspecified quantity of radioactive materials from the 
Volgodonskaya nuclear power plant near Rostov-on the-Don. The atomic 
power station denied the claims.” 

Whether or not any of the examples above would have actually produced a 
‘dirty bomb’ remains to be seen. Authorities were able to thwart the terrorists 
before they could achieve their desired results. While none of these examples 
would have killed thousands, they would have killed a few. 

Radiological weapons kill or injure by exposing people to radioactive 
materials, like cesium-137, iridium-192 or cobalt-60. Those exposed to it are 
irradiated when they get close to or touch the material, inhale or ingest it. 
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Radiation damages cells in living tissue through ionisation, destroying or 
altering some of the cell constituents necessary for normal cell functions. 
The effects of a given device depend on whether the exposure is acute 
(i.e., brief or one time) or chronic (i.e., extended). 

There are three types of radiological weapons: gamma emitters (i.e., cobalt 
and cesium), beta emitters (i.e., strontium and phosphorus) and alpha emitters 
(i.e., americium and radium). Gamma rays are uncharged radiation, similar 
to x-rays, which are high-energy particles that can easily pass through matter. 
Due to the high penetrability, gamma radiation can result in exposure to the 
entire body. 

Beta particles, found predominantly in fallout radiation, are extremely 
light, charged particles that can travel a short distance in tissue. The main 
threat from beta particles comes from them being internalised through 
inhalation or ingestion. 

Alpha particles are large, charged particles that cannot travel and can be 
stopped by dead layers of the skin or by clothing. Alpha particles are of little 
external hazard but can cause significant regional cellular damage when 
internalised. The main threat from an RDD using an alpha emitter is from 
contaminated dust and other particles that might be inhaled or ingested. 

Contrary to popular belief, RDDs are not really weapons of mass 
destruction. Few, if any people would immediately die after exposure to the 
ionising radiation from an RDD. ‘While radiological attacks would result in 
some deaths, they would not result in the hundreds of thousands of fatalities 
that could be caused by a crude nuclear weapon.’® However, the use of a 
‘dirty bomb’ would undoubtedly cause panic and produce severe economic 
damage, due to the extensive cleanup difficulties. 

The real threat of a ‘dirty bomb’ is one of fear and disruption. 
The immediate victims would not be those from the initial blast, but instead 
those who panic over potential radiation exposure causing additional sufferers 
and disrupt rescue and evacuation efforts. Areas would remain off-limits for 
several months of expensive clean up, possibly including building demolition 
and soil replacement, which would cause further disruption. 


Availability of Information. Radiological materials that can be used in an RDD 
exist in a variety of forms in virtually every country of the world, and 
are generally loosely monitored and secured. The use of radioactive 
sources is widespread. They have many uses in industrial, agricultural, 
research and medical applications. In the medical field alone, approximately 
one hundred radioisotopes are used in various nuclear medical research, 
diagnosis, sterilisation and teletheraphy applications. Despite the wide use of 
radioactive sources, only a small portion of them poses a real threat as 
potential ingredients in a radioactive weapon.” 
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Manufacturing and Production. The materials necessary for the production of 
a ‘dirty bomb’ are relatively easy to get, and a science degree is not needed to 
know how to detonate the bomb. There are more than 18,000 sources of 
industrial radiation in America alone that could be pursued to develop 
radiological weapons, including nuclear waste stored at a power plant or 
radiological medical isotopes found in hospitals or research laboratories. 

The problem with building a ‘dirty bomb’ is that once you have all 
the necessary parts, putting the bomb together could potentially kill you. 
To make an effective bomb, you need immense amounts of radioactive 
material — which means either making a shield so heavy the bomb becomes 
impossible to move, or building a bomb without a shield — instant death for 
the bomb-maker from radiation poisoning.” 

Some radioactive materials pose limited threats because of the relatively 
low activity levels. Low-level nuclear waste (waste generated by hospitals and 
industries) can be found at many different places; however, the radioactivity is 
not concentrated enough to pose much of a health risk.” 

The only real concern for a radiological weapon comes from a terrorist 
acquiring plutonium; however, because the material could also be used in 
nuclear weapons, it is under tight security control and guard. Terrorists are 
unlikely to use high-level nuclear waste, like spent fuel, because the material 
is difficult to obtain, hard to work with and hard to hide. Security for spent fuel 
is significant and has been for years, and the safeguards that are used to deal 
with the hazardous nature of the waste makes theft a challenge.” 


Delivery of Radiological Weapons. Radioactive material in very small 
particles or vapour disperses more outdoors, diluting any effect it may have 
had. Large radioactive particles do not travel far from the point of dispersion. 
It has often been asserted that “dirty bombs’ are relatively simple to develop — 
ignoring the technical challenge of devising a weapon that will produce the 
best possible particle size resulting in an effective weapon.” 

Although unlikely, radiological weapons could be fabricated for delivery 
by ballistic or cruise missiles or an aircraft-delivered bomb. A weapon 
containing plutonium could also be released in aerosol form. Although spent 
fuel rods are sometimes discussed as potential sources of radiological 
material, they are hot, heavy and difficult to handle, making them a bad choice 
for terrorists.” 

A radiological weapon is incapable of causing tens of thousands of deaths; 
however, it could kill or injure anyone who came into contact with it. Studies 
done for the Pentagon several years ago illustrate the range of threats — under 
one scenario, a backpack-sized 100-pound bomb with weakly radioactive 
particles, such as those used in cancer treatment, detonated near the 
Washington Monument would kill no one with radiation. However, a truck 
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mounted device with the same amount of explosive, but with more than 
100 pounds of bundled spent nuclear fuel rods, would produce potentially 
lethal doses of radiation for up to about a half a mile.”* 

In sum, in order for a radioactive weapon to disperse large amounts 
of radiation, it must contain highly radioactive material to begin with. This 
makes the weapon very dangerous to work with, and relatively easy to detect. 


Conclusion. Terrorists are attracted to ‘dirty bombs’ because the material is 
easy to acquire, and while the effects of an attack are not great to human life, 
economically, it could be disastrous. “The amount of radioactive material it 
would take to kill people in a matter of days or weeks is so high as to be 
insurmountable.’” In addition, massive amounts of radioactive materials 
would have to be packed into a bomb to register any immediate health effects, 
requiring a bomb that would be difficult to assemble, difficult to smuggle and 
dangerous to handle.”° 


Nuclear 


In hundreds of buildings around the world, hundreds of tons of nuclear 
material are dangerously insecure — vulnerable to being stolen and sold 
to terrorists or hostile states. 

— Matthew Bunn and Anthony Wier, 2002” 


In the mid-1970s, the Congressional Office of Technology Assessment (OTA) 
concluded that a ‘small group of people, none of whom have ever had access 
to the classified literature, could possibly design and build a crude nuclear 
device.’”* 

There is substantial and credible evidence that both terrorist groups and 
rogue states are actively trying to acquire stolen fissile material for nuclear 
weapons, or seeking to obtain stolen nuclear weapons. Only a few countries 
(and to date, no terrorist organisations) have the capability and desire to produce 
their own nuclear materials for nuclear weapons — but if stolen nuclear material 
were available on the black market, most states, and some well-organised 
terrorist groups could make a nuclear bomb. Both Al Qaeda and Aum Shinrikyo 
have attempted to buy stolen nuclear material, and Iran, Iraq, Libya and 
North Korea have all been seeking to acquire materials as well.” 

A nuclear bomb and/or attacking a nuclear power plant is the only certain 
way for terrorists to achieve mass casualties and mass destruction. A nuclear 
explosion causes damage in four major ways. It creates blast waves that extend 
for approximately a mile or further and can destroy buildings and send debris 
flying at high speeds. It also creates a large heat source that can inflict lethal 
burns out to one-plus miles depending on atmospheric conditions, and can start 
large-scale fires. Immediate and lasting radioactivity is created. If the explosion 
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occurs on the ground, as would most likely take place in a terrorist attack, the 
lasting radioactivity will be attached to ground particles that can be carried 
downwind and then ‘fall out’ tens of thousands of miles away from the 
explosion. Finally, the explosion will create an electromagnetic signal that 
interferes with communications and radars. *° 

A one-kiloton nuclear explosion will destroy most houses and kill almost 
everyone within a radius up to a third of a mile. A ten-kiloton explosion will 
give off the same blast effect about twice as far, but the burns and radiation in 
clear weather will kill people in a much farther radius. The heat, which causes 
the fires, might result in ranges much further out.*’ In 1981, the Nuclear 
Regulatory Commission estimated that an attack on the San Onofre power 
plant by a ‘mobile bomb’ like an airplane would lead to the deaths of over 
130,000 people.* 

The collapse of the Soviet Union invokes fears about security of Russian 
military facilities. So far, it appears that Russian strategic and tactical weapons 
were more secure than experts had initially estimated.*? The areas that could 
cause concern are during their transportation for maintenance and/or 
dismantling, especially since Russian weapons are not subject to the same 
strict security measure as US nuclear weapons. However, if a terrorist did 
manage to steal or acquire a nuclear weapon through a black market purchase, 
there are still a number of sizeable barriers they would face in using and/or 
detonating it.** 

There are three main ways for a terrorist to ‘obtain’ a nuclear weapon: (1) 
steal it, (2) buy it on the black market from a country in the former Soviet 
Union or Warsaw Pact, or (3) build it themselves. Building a nuclear weapon, 
capable of mass destruction, is an enormous challenge for states with well- 
funded and sophisticated programmes, let alone terrorist groups. That said, 
there are two types of nuclear devices that are easier to create than others: the 
implosion device, and the ‘gun’ type.*° 

Experts disagree over the level of knowledge and other materials required 
to develop a nuclear weapon. Richard Falkenrath, in his book America’s 
Achilles’ Heel, stated, ‘most states and some exceptionally capable non-state 
actors could build a highly destructive 10-kilotonne weapon in several months 
at a cost of a few hundred thousand dollars — assuming they had access to 
sufficient quantities of fissile material’ .*° Other experts are far more sceptical. 
A number of states, despite aid from other nuclear powers, and espionage 
activities designed to support their R&D programs, still struggle to build 
nuclear weapons — suggesting that technical challenges remain high. 

The ability of a terrorist group to weaponise fissile material into a nuclear 
weapon is difficult to assess. Without state support, a well-funded, technically 
competent terrorist group could assemble the necessary skills and facilities to 
weaponise fissile material. However, terrorist groups that are safely 
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established within a safe-haven country would have a much easier time in 
researching and developing nuclear weapons, whether or not the country 
provided direct assistance to the nuclear effort. Without the opportunity to 
work uninterrupted for an extended period of time, a terrorist group might find 
the task daunting. However, were they to acquire fissile material, the group 
would then be in the position to rapidly build a nuclear weapon.*’ 

In an interview for National Geographic News, journalist Peter Bergen 
stated, ‘One of the best outcomes of the war in Afghanistan was severely 
interrupting this nuclear program that al-Qaeda [sic] had. Left alone for five 
years, who knows what they might have done.’** When the Taliban fell, 
US officials and journalists, like Bergen, were allowed access to former 
Al Qaeda safe houses. The documents found there left no doubt that 
Osama bin Laden was actively seeking information about nuclear weapons. 
During the last few years, bin Ladin had apparently met with Sultan 
Bashiruddin Mahmood, a Pakistani nuclear expert, who had a key role in the 
development of Pakistan’s nuclear bomb.*° 

In November 1995, Chechen rebel leader Shamil Basayev claimed that his 
forces had access to nuclear weapons and materials. In an attempt to prove the 
claim, Basayev guided a Moscow television crew to Izmilovsky Park in 
Moscow, where a container of radioactive cesium was discovered.” In 2001, 
there were four documented nuclear incidents, two legitimate and two hoaxes. 
The first involved the seizure of five grams of highly enriched uranium in 
Paris. The second was a report from the Russian Defence Ministry, that 
terrorist groups had twice been caught ‘casing Russian weapons-storage 
facilities’.°' The two hoaxes consisted of stories that terrorists conspired 
to detonate a 10-kiloton nuclear bomb in New York and a threat from 
a psychologically unstable prison inmate to blow up the White House with a 
nuclear bomb.” 

There are five simple facts that make nuclear weapons a deadly danger. 
First, terrorists have made it known they are interested in acquiring nuclear 
bombs, as in bin Laden’s public statements and documents outlining 
Al Qaeda’s nuclear programme recovered in Afghanistan.** Second, if 
terrorists could get a hold of highly enriched uranium (HEU) or plutonium, 
making the bomb could well be within the capability of a large and 
sophisticated group such as Al Qaeda. Making a gun-type bomb requires little 
more than ‘slamming two pieces of HEU together fast enough’.™ Producing an 
implosion bomb is more difficult for a terrorist to manage, but cannot be ruled 
out. Third, hundreds of tons of nuclear material in dozens of countries around 
the world are vulnerable to theft. Many of the 130 civilian research reactors 
using HEU fuel have no more security at night than a night watchman and 
a chain-link fence; making them unable to defend against attacks from large 
terrorist groups. There have already been documented cases of theft of real 
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plutonium or HEU. This is not a hypothetical worry, but instead reality.” 
Fourth, if a terrorist could steal, buy or make a nuclear bomb, the United States 
could not stop them from smuggling it into the country. Thousands of tons of 
illegal drugs and illegal immigrants come into the United States every year, 
despite the massive effort to stop them. The necessary ingredients for a nuclear 
bomb can easily fit into a suitcase, and can be hard to detect.*° Fifth, a crude 
bomb produced by a terrorist would be potentially capable of destroying the 
heart of a city, turning it into a modern Hiroshima. A bomb with the explosive 
power of 10,000 tons of TNT set off in Manhattan could kill half a million 
people, and cause of $1 trillion in direct economic damage.*’ 

For years experts have been attempting to warn of the extraordinary 
risk that nuclear terrorism holds for humanity. September 11 was a wake-up 
call for everyone. The world lost the reassuring factor of low 
probability.** Terrorists have made it clear they want nuclear weapons and 
are going to try to get them. Whether they build it, acquire it, steal it, or crash a 
plane into a nuclear power plant, the threat remains the same.” Of the four types 
of unconventional weapons, nuclear terrorism is the most credible threat the 
US faces. 


Availability of Information. Obtaining information on building a nuclear bomb 
is as easy as visiting the local library, and reading a book called Los Alamos 
Primer: First Lectures On How to Build An Atomic Bomb. While the book is 
not an exact recipe for production, it is considered a ‘good guide to the physics 
of nuclear fission’.'°° Saddam Hussein’s bomb development team allegedly 
had a copy of it in their library. 

A handful of skilled personnel could successfully design a simple nuclear 
weapon using publicly available information. Nuclear weapons designs, 
contrary to popular belief, are not available on the Internet. What people find are 
rough sketches illustrating basic design concepts. However, more information 
is required to build a nuclear bomb than what is provided. Designers would still 
have to determine the main characteristics of the fissile material needed for use 
in the weapon, which governs how much material is needed to produce a nuclear 
explosion. Designers also have to know performance characteristics of the 
explosives, propellants and firing circuitry used to assemble the fissile material. 
Designers can now get raw data on the behaviour of nuclear weapons material — 
its readily available in published materials.’°! 

There are also a number of readily available books, pamphlets and other 
printed materials that profess to provide information relating to the 
manufacture, design and fabrication of nuclear devices. Some books include, 
The Curve of Binding Energy (J. McPhee, 1974), U.S. Nuclear Weapons: 
The Secret History (C. Hansen, 1966), and The Swords of Armageddon 
(C. Hansen, 1986).'° 
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After the collapse of the Soviet Union, nuclear weapons once formerly 
under tight control were allowed to ‘go walking’.’® Instead of keeping the 
nuclear programme under one government, the Soviet breakup forced nuclear 
weaponry to fall under the control of various smaller governments. 
The disintegration of the Soviet economy put many nuclear scientists, 
engineers and military weaponeers out of jobs, and without a way to feed their 
families." The ‘black market’ was developed as a way to sell military 
weapons and for former government personnel to make a profit — Russia has 
one of world’s largest ‘black markets’ for the weapons and supplies that 
terrorists want. In the past three years, Russian authorities have broken up 
601 nuclear-smuggling rings.’ 


Manufacturing and Production. A terrorist seeking to use nuclear weapons as 
their method could do so in two different approaches: a bomb, or attacking a 
nuclear power plant. Terrorists bent on assembling a nuclear weapon must 
acquire sufficient quantities of plutonium or HEU that are in a weapons-usable 
form. Depending on the quantity and form of material that it initially acquires, 
the terrorist group may need to convert fissile materials from one form to 
another, requiring expertise in chemistry and access to necessary chemicals 
and equipment. 

Much of the world’s less protected stocks of fissile material cannot be used 
directly in nuclear weapons. According to an estimate done several years ago 
over 700 tons of plutonium is contained in highly radioactive spent nuclear 
reactor fuel that has been discharged from commercial nuclear power reactors. 
However, before this plutonium could be used in nuclear weapons, it would 
have to be separated from the leftover uranium, cladding and fission products 
in a laboratory or reprocessing facility; making it unlikely that a terrorist group 
would be able to have access to such a facility or carry out this type of activity 
without being detected.'°’ There are still other less protected materials that 
pose a greater risk of diversion, but would still require purification and 
chemical procession to make them usable for nuclear weapons (see Table 4). 

The easiest method of attack is through a nuclear bomb. The type of 
nuclear explosive device that a terrorist group might assemble depends on the 
type and quantity of fissile material that they can obtain. Each type of device 
has advantages and disadvantages. A gun-assembly device can only be 
produced using HEU, which poses less of a radiological threat to the terrorist 
building the weapon, and global stocks of HEU are larger than stocks of 
plutonium, and may be less protected.'®* 

The implosion nuclear weapon can be produced with either HEU or 
plutonium, and requires less of either type of material than a gun-assembly 
device. However, implosion devices are more complex than gun assembly 
devices and are widely believed to be more difficult to produce. Therefore, 
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TABLE 4 
FORMS OF FISSILE MATERIAL AND ASSOCIATED ACTIVITY TO 
CONVERT MATERIALS TO A WEAPONS-USABLE FORM 


Nuclear weapon activity 


Form (separated Weapon design Conversion to metal* Foundry and machining 
from spent fuel) 


Pure metal Yes No Yes 
Oxide Yes Yes Yes 
Scrap or residue Yes Yes Yes 
Intermediate forms Yes Yes Yes 


*Includes dissolutions, purifications, precipitations, calcinations and metal reduction 
Source: Kevin O’Neill, Institute for Science and International Security ‘The Nuclear Terrorist 
Threat’, August 1997, pp. 1-2. 


the predictability and reliability of an implosion device is less certain than a gun 
assembly device.'” 

In addition to the necessary fissile materials, a nuclear explosive device 
requires several non-nuclear components. For an implosion system, terrorists 
would need to purchase and/or acquire lenses, high-speed switches, some form 
of a neutron generator, an iron or depleted uranium tamper, and possibly a 
natural uranium reflector. To assemble these parts requires knowledge and 
ability to operate specialised machine tools. Access to them and other 
necessary items has been restricted. 

The US Office of Technology Assessment determined that it would 
take approximately $1 million dollars to fund a nuclear weapons project. 
The critical element is the hardware. About 2.5 to 8kg of uranium (U-235) or 
plutonium (Pu-239) are needed to develop a one-kiloton nuclear weapon. 
For low-tech designs, 15 to 25 kg are required.''° 

Due to the vastness of its arsenal and stockpile of highly enriched uranium 
and plutonium, Russia remains the most probable source of a nuclear weapon 
or material from which one could be made. Despite all the improvements that 
have been made in the past ten years, many of these weapons remain 
vulnerable to theft by a serious organised effort.''! In 1994, Prague police 
seized 2.7 kg of Russian HEU, and in 1996 Lithuanian police recovered 10 kg 
from a 100 kg uranium cache stolen from a nuclear reactor in 1992.''* After 
Russia, Pakistan and North Korea are the most probable countries from which 
to ‘obtain’ nuclear weapons and/or materials.'' 

Enriched materials are not required for nuclear weapons; a bomb can be 
produced from reactor-derived as opposed to weapons-grade plutonium; 
the task however is much more challenging without it. Countries that have 
nuclear weapons prefer weapons-grade material like HEU due to its reliability 
and low quantity needed. A terrorist, however, would probably not care if 
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his bomb was heavier, or if it ‘fizzled, thus yielding a two-kilotonne blast 
instead of 20’.'"* 

If a terrorist group did not have the capabilities to produce the bomb 
themselves, they could consider purchasing or acquiring a ready-made bomb 
on the ‘black market’; to date there has been no evidence that any group has 
been able to do this, but there has been discussion about Russian nuclear 
“suitcase bombs’. In 1996, Russian General Lebed raised the possibility that a 
number of small portable Russian nuclear bombs, named ‘suitcase bombs’, 
were missing. General Lebed later retracted the claim.'' 

The second method of nuclear terrorism is attacking a nuclear power plant, 
with the aim of causing a massive release of radioactive material. Most nuclear 
facilities have security measures to counter a terrorist attack, such as a well- 
trained guard and safety mechanisms to prevent the release of radioactivity. 
However, critics argue that security measures are ineffective in preventing 
highly trained, well-armed terrorists entry into critical areas of a nuclear 
facility, sabotage by insiders or the deliberate crashing of a hijacked airliner 
into a nuclear facility.''® During a Dateline interview on nuclear power plant 
security, Paul Leventhal, founder of the Nuclear Control Institute stated the 
following: 


The security guards at half of the nuclear power plants in the United 
States have failed to repel mock terrorist attacks against safety systems 
designed to prevent a reactor meltdown. These are so-called “force-on- 
force’ exercises supervised by the Nuclear Regulatory Commission 
(NRC). The NRC refuses to take enforcement action in response to the 
failures, and is in the process of weakening the rules of the game in 
response to industry complaints. Sabotage of nuclear power plants may 
be the greatest domestic vulnerability in the United States today.''” 


Considering that a nuclear plant contains more than a thousand times the 
radiation than that released in an atomic bomb blast, the magnitude of a single 
attack could reach beyond 100,000 deaths and the immediate loss of tens of 
billions of dollars. The land and properties destroyed would remain useless 
for decades and would become a stark reminder of the terrorist’s ideology.''® 
At some of the nuclear plants, a large bomb detonated offsite could cause 
enough damage to lead to a deadly release of radiation or even a meltdown.'!° 

Another consideration for nuclear plants is insider sabotage. Robert 
Pollard, a former engineer for NRC, wrote a report in 1975 on using publicly 
available information to plan an act of sabotage. Pollard used only common 
tools that could be found at the local hardware store in his report. In the report 
he stated: ‘A janitor could be trained to do it. And there are things he could do 
to be sure it’s irreversible.’ The Union of Concerned Scientists has 
documented over 120 cases of sabotage at US nuclear plants. Most of them 
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were perpetrated by disgruntled employees — they have cut electrical cables, 
dumped chemicals into fuel ponds and water systems, set fires, drilled holes in 
equipment, smashed security cameras, and many other crimes.'”° 

Other incidents that have raised concerns include missing safeguarded 
documents, which include portions of security plans stored on computer disks. 
On numerous occasions the Millstone Plant in Connecticut has lost security 
documents, but has yet to change their security plan.’?! 


Delivery of Nuclear Weapons. Despite their best and heightened efforts, US 
Customs officials acknowledge that there is no way they can check every ship, 
plane and cargo container that arrives in the United States every year. With 
more than 16 million containers to check, more than 12,000 miles of coastline 
and approximately 14,000 airports to control, the sheer magnitude of the task 
suggests that there is a definite chance a bomb could get through.’ 

Consider for a moment that the bomb dropped on Hiroshima used only 
50kg of HEU, (roughly the size of a basketball). The bomb dropped on 
Nagasaki contained 5 kg of Pu-239 (as big as a baseball).'*? Terrorists could 
ship parts of the bomb and then reassemble it at the target location; or they 
could use a fishing boat, freighter or yacht.'™ 

Within the target country, a nuclear weapon could be shipped by 
commercial transport service (i.e., FedEx), whole or in pieces. Weapons 
delivered this way could either be fused to detonate on their own — at a 
particular time, or when the container is opened — or received by agents near 
the target for final assembly, delivery or detonation.'”° 

Other means of delivery could include trucks, hot-air balloons and tankers. 
If a terrorist group wanted to detonate a nuclear bomb in a major city 
(i.e., Manhattan, Washington, DC), they have many options available to them. 
They could buy a car or get a commercial truck. In a city the size of Manhattan, 
1.5 million vehicles enter the central business district daily, and over 7 million 
trucks a year cross the George Washington Memorial Bridge into Manhattan, an 
average of over 19,000 a day. Approximately 167,000 people ride the subway 
during a typical commute in Washington, DC In sum, the volumes of traffic are 
immense, and without a specific warning of an attack, it would be impossible to 
find and stop a single vehicle or a few people carrying a ‘suitcase bomb’ .'”° 

The methods of attack for a nuclear power plant are similar to those of 
a nuclear bomb. A terrorist could fly a plane into the plant, use suicide 
bombers inside automobiles to drive through the gates, and get as close to the 
building as possible before crashing, or infiltrate the power plant and sabotage 
it from the inside. 


Conclusion. There is credible evidence that terrorist groups are actively 
looking to acquire stolen fissile material to produce nuclear weapons, or 
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acquire ready-made stolen nuclear weapons. To date, only a few states and no 
terrorist groups have both the capability and desire to produce their own 
nuclear materials; however, if stolen nuclear materials were available on a 
nuclear black market, most states, and some well-organised terrorist groups, 
such as Al Qaeda, could potentially make a nuclear bomb.'”’ 

It is a fact that both Al Qaeda and Aum Shinrikyo attempted to buy stolen 
nuclear material. Bin Laden has called the acquisition of WMD a ‘religious 
duty’. Not only has his group made repeated attempts to purchase stolen 
nuclear material, but they have tried to recruit scientists to help them with the 
weapon design and construction.'** 

The real threat, however, lies with terrorists attacking power plants. They 
are a low-tech, low-cost, high-result operation. After September 11, concerns 
about their vulnerability surfaced for the first time, and US troops were 
deployed to guard them. While nuclear reactors are the most robust engineering 
of all civilian buildings, they were not designed to withstand a direct hit by 
a passenger jet full of fuel. An attack similar to that would release tons of 
radioactive material.'” 

The US Nuclear Control Institute’s recent report of the International Task 
force on the Prevention of Nuclear Terrorism recommended authorising 
guards to use deadly force, deploying anti-aircraft weapons against suicide 
planes, deploying jet fighters to patrol reactors, improving physical barriers 
and conducting background checks on all plant employees and contractors to 
prevent insider sabotage or theft of nuclear material.'*° The power industry, 
however, balked at the financial costs, and thus nothing was done. 


CONCLUSIONS 


All modern societies are vulnerable to the massive loss of life from an attack 
involving a weapon of mass destruction. The vulnerability has existed for many 
years; it is the combination of accessible weapons, materials, porous borders, 
free and open societies and high population densities in cities. The events of 11 
September, 2001 have made government officials and the general public very 
aware of the damage and destruction terrorists are capable of committing. 

The new breed of religiously motivated terrorists has repeatedly sought to 
achieve mass-casualties on the grand scale. An attack using biological, 
chemical, radiological or nuclear weapons would be the next logical step for 
them. A terrorist could fly a commercial plane into a nuclear power plant, 
purchase a ‘suitcase bomb’ on the black market and detonate it in Baltimore 
Harbor, or could send anthrax letters through the mail. 

This article has discussed whether these scenarios were possible. Many 
experts say not right now, with the exception of nuclear weapons. Terrorists 
are likely to continue using conventional weapons such as guns and 
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explosives. The other types of WMD, such as biological, chemical and 
radiological, are extremely difficult to manage, require enormous preparation, 
investment in personnel, and money. 

During an interview on PBS, Defense Secretary Rumsfeld stated, “global 
terrorists wouldn’t hesitate a second to use weapons of mass destruction 
(WMD) if they had them and the evidence already exists that they have been 
trying to acquire such weapons’.'*! 

While there has been evidence that terrorists are actively seeking WMD, 
there is no evidence they have acquired them, or have the capability to produce 
them. Material and ‘recipes for production’ are more accessible today than 
ever. They can be downloaded from the Internet, checked out from the library 
or even purchased over the counter in drugstores. However, producing WMD 
is another matter. 

Biological weapons, always considered the biggest threat to the United 
States, are actually not a threat. Terrorists are interested in biological weapons 
due to the availability of biological agents, and maximum destruction that could 
be achieved. However, producing a biological weapon is extremely 
complicated (usually requiring someone with training in biology and laboratory 
skills), and dissemination is entirely dependent on environmental factors.'** 

Chemical weapons are extremely lethal man-made poisons that can be 
disseminated as gases, liquids or aerosols, which if disseminated correctly 
could kill several hundreds of people. But they are not easy to acquire or use, 
thereby making them a poor choice for terrorists. Currently, a dozen countries 
are believed to have chemical weapons programmes; however, terrorists 
lacking assistance from state sponsors face challenges in weaponising and 
delivering the chemical weapon, especially on a large scale.'** If terrorists 
have their mind set on using chemical agents, they would probably rely on 
industrial chemicals or common poisons to accomplish their goal.'** The 
production of the agents would be simple, and the low-tech effect would still 
achieve results, just not mass casualties. 

Radiological weapons appeal to terrorists because they require little 
technical knowledge to build the RDD, and the material used is widely 
available in medicine, industry and agriculture. However, developing an 
RDD is dangerous — handling the radioactive material is not only a safety risk 
to the terrorists themselves, but it also proves difficult for a terrorist attempting 
to store, handle and disseminate radioactive material effectively.'** Another 
problem with radioactive material is that massive amounts of it would have to 
be loaded into a bomb to register any immediate health effects, requiring a 
bomb that would be hard to assemble, smuggle and handle.'*” 

Nuclear terrorism, on the other hand, is amuch more realistic threat. Terrorist 
groups such as Al Qaeda and Aum Shinrikyo are two groups known to have 
expressed interest in acquiring nuclear weapons. Groups with the time, money, 
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materials and capabilities might have a chance of producing a nuclear bomb. 
Those groups that do not have the time or capabilities but have the money may 
consider buying a ready-made nuclear bomb on the black market. However, the 
simplest, and most effective method would be to attack a nuclear power plant. 
Many of the 160 in the United States are poorly guarded, lack efficient security 
measures and cannot withstand an attack by air or a high-power suicide truck 
bomber. Attacking a nuclear power plant would be low tech, low cost, 
high impact and mass casualty. Exactly what a terrorist is looking for. 

In sum, while it is not probable that terrorists will use weapons of mass 
destruction in the near future, simply because conventional weapons are 
a proven technique, and are capable of achieving the same results as some of 
the WMD methods, terrorist groups are likely to continue in their pursuit for 
weapons of mass destruction. While biological and chemical agents achieve 
the end result terrorist seek (i.e., mass casualties), they are not good choices 
due to complexity of development and delivery. Radiological weapons are 
extremely dangerous in their development, and do not achieve the end result 
that terrorist groups seek. Nuclear weapons are by far the best choice for 
terrorists. Graham Allison, director of the Belfer Center for Science and 
International Affairs at Harvard’s John F. Kennedy School of Government, 
stated the following: 


The United States must come to grips with the prospect of facing 
a terrorist strike using nuclear materials—a ‘nuclear 9/11’ — within 
the coming decade ... I believe that Al-Qaeda and groups like it 
will try to construct or acquire a nuclear weapon. Given the right 
materials — a grapefruit- or soccer ball-sized amount of fissionable 
material is sufficient — several masters-level nuclear engineering 
students from Ohio State with several hundred thousand dollars and the 
type of equipment you could purchase off the shelf at Radio Shack could 
make a device that would explode. The last time I checked, researchers 
at Los Alamos, trying to develop strategies to combat this threat, had 
come up with sixty-nine different workable designs for a nuclear device. 


The plain and simple truth is that the construction of a nuclear weapon is 
no longer beyond the means of groups with sufficient funds, expertise and 
materials at their disposal.'** 
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